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IP e Mascara de Rede

e Endereco IP - Responsavel por identificar um computador, em que este
trocara pacotes de dados entre outros computadores pela rede (LAN & WAN)
- contém 32 Bits.
o 192.168.1.4
o 11000000.10101000.0000001.00000100
o Octetos

e Mascara de Rede - Mascara parte do IP, dividindo em endereco de rede e
host
o Rede-192.168.1 e Host -4



IP e Mascara de Rede

Classe Mascara de sub-rede padrdo
A 255.0.0.0
B 255.255.0.0
C 255.255.255.0

e EX. de mascara
o Mascara: 255.255.255.0
Binario: 1111111.1111111.1111111.0000000
O -Hoste 1 - Rede
254 hosts possiveis (1-254)
1 broadcast (255)
1 rede (0)

O O O O O



IP e Mascara de Rede

11000000.10101000.0000001.00001001 (IP estatico 1 - 192.168.1.9)
111113111.11331331.3313111311.00000000 (Mascara - 255.255.255.0)
11000000.10101000.0000001.00000000 (Rede local - 192.168.1.0)

11000000.10101000.0000001.00000100 (IP estatico 2 - 192.168.1.4)
113117171737 :317731171:111717171 . 00000000 (Mascara - 255:255:255:0)
11000000.10101000.0000001.00000000 (Rede local - 192.168.1.0)

11000000.10101000.0000001.00000000 (Rede local - 192.168.1.0)
11000000.10101000.0000001.00000000 (Rede local - 192.168.1.0)

XOR
00000000.00000000.0000000.00000000 (Comparacdao - 000.000.000.000)




SCP (Secure Copy)

e Protocolo de Rede para transferéncia de arquivos

e Troca segura - entre dois locais

e Mistura entre RCP(Remote Copy Protocol) e SSH(Secure Shell)
e RCP - Copia Remota de de um ou mais arquivos entre maquinas

e SSH - permite que os usuarios controlem e modifiguem seus servidores
remotos na internet



Configurando IP estatico

aluno@e: fetc/netplan 5 3 oleno@e: fetc/netplan

sluno@®@p: fete/netplan

65536 15c noqueue state UNKNOWN gro v wl \ano 81 «network-manage yant i

rred_Lft forever
T,UP,LONER_UP> ntu

Friererrere:rs
e global dynanic noprefixroute enp

preferred
feec:

preferred 1ft forever




Configurando IP estatico

aluno@p: fotg/metplan wluno@p: fete/netplan

dunofdp: fete/netplan

sluno@p: fetc/netplan

Press ENTER befc | accept the new canfiguration

anges w

nfiguration

dhepa
sddresses

gatesays netplan

UP> mtu

»pe hos

preferred Lft f

168.1,2 scope global noprefixre

ed 1L Torever

T1aaj

/24 -> Quantidade de 1s antes do primeiro O



IPs antes e depois da configuracao

: $ cat pcl 007a.txt
ifconfig

enp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.16.0.114 netmask 255.255.252.0 broadcast 172.16.3.255
inet6 fe80::7a2b:cbff:feec:71aa prefixlen 64 scopeid 0x20<link>
ether 78:2b:cb:ec:71:aa txqueuelen 1000 (Ethernet)
RX packets 342337 bytes 242239484 (242.2 MB)
RX errors © dropped 1128 overruns @ frame ©
TX packets 126239 bytes 23160091 (23.1 MB)
TX errors @ dropped © overruns © carrier @ collisions ©
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Loopback Local)
RX packets 450 bytes 33825 (33.8 KB)
RX errors © dropped ® overruns © frame 0
TX packets 4568 bytes 33825 (33.8 KB)
TX errors © dropped © overruns @ carrier 0 collisions ©
apos colocar ip estatico

enp2s0: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1560
inet 192.168.1.9 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::7a2b:cbff:feec:71f9 prefixlen 64 scopeid 0x20<link>
ether 78:2b:cb:ec:71:f9 txqueuelen 16068 (Ethernet)
RX packets 617 bytes 50220 (50.2 KB)
RX errors @ dropped ® overruns © frame 0
TX packets 330 bytes 46681 (46.6 KB)
TX errors @ dropped © overruns © carrier 8 collisions ©
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Loopback Local)
RX packets 9006 bytes 662447 (662.4 KB)
RX errors © dropped ® overruns © frame 0
TX packets 9006 bytes 662447 (662.4 KB)

TX errors @ dropped © overruns © carrier @ collisions ©

: $ cat pc2 007c.txt
ifconfig

enp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15600
inet 172.16.1.92 netmask 255.255.252.0 broadcast 172.16.3.255
inet6 feB80::7a2b:cbff:feec:71laa prefixlen 64 scopeid 0x20<link>
ether 78:2b:cb:ec:71:aa txqueuelen 1000 (Ethernet)
RX packets 9271 bytes 6081465 (6.0 MB)
RX errors © dropped 44 overruns 0 frame ©
TX packets 3105 bytes 301211 (301.2 KB)
TX errors © dropped © overruns @ carrier 0 collisions ©
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txgueuelen 1000 (Loopback Local)
RX packets 466 bytes 47803 (47.8 KB)
RX errors @ dropped © overruns ®@ frame ©
TX packets 466 bytes 47803 (47.8 KB)
TX errors @ dropped © overruns @ carrier @ collisions ©
ifconfig depois de setar o ip estatico:

enp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::7a2b:cbff:feec:71laa prefixlen 64 scopeid 0x20<link>
ether 78:2b:cb:ec:71:aa txqueuelen 1000 (Ethernet)
RX packets 102039 bytes 15076932 (15.0 MB)
RX errors 0 dropped 667 overruns @ frame 0
TX packets 7957 bytes 1096890 (1.0 MB)
TX errors @ dropped @ overruns @ carrier @ collisions ©
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Loopback Local)
RX packets 3252 bytes 296760 (296.7 KB)
RX errors © dropped © overruns @ frame ©
TX packets 3252 bytes 296760 (296.7 KB)

TX errors © dropped © overruns @ carrier @ collisions ©



Comandos SCP para envio e coleta de arquivo

e EnviandoparaoPC1

scp /home/aluno/Downloads/PC2_007C.txt
aluno@192.168.1.9:/home/aluno/Downloads

scp /fhome/aluno/Downloads/PC2 887C.txt aluno@l92.168.1.9: /home/aluno/Downloads

e PegandodoPC1

scp aluno@192.168.1.9:/home/aluno/Downloads/PC1_007A.txt
aluno@192.168.1.4:/home/aluno/Downloads

scp aluno@l92.168.1.9: /home/aluno/Downloads/PC1 887A.txt aluno@l92.168.1.4:/home/aluno/Downloads



Wireshark

Filo Edit View Go Capture Analyze Statistics Telophony Wircless TYools Help

ANJeomTRUQesEFI_ S QAQAQT
N ipaddr == 19218813 (= B
3 1088 “ .3.9 66 41 1 5eq 121652
328 127.638643080 J168.1.4 1.9 187 Clunt Protocal [55H-2.0-0penSSH §.2p1 Ubuntu- lumtu‘ 4)
320 127 638690177 .168.1.9 A4 66 22 ~ 41872 [ACK] Seqrl Ack-42 MIne65157 Len=0 TSval~D17685866
330 127652704065 J168.1.9 a4 187 Seryer: Protocol [SSH-2,0-0peaSSH_0.2p1 Ububtu-dubuntul,4)
331 127 .652866120 J268.1,4 A9 66 41072 ~ 22 [ACK] Seqe42 Ack=42 M1n=64256 Len=0 TSvil=24021662
332 127,653593418 168.1.9 A4 1122 Server: Key Exchange Init
333 127.653729035 J168.1.4 1.8 1578 Client: Key E:chanqe Init
334 127.653743201 8819 1.4 66 22 - 118?2 Seq=1098 Ack=1552 Win=03872 Lenz0 TSwal=9176.
336 127.683920850 Jass.1.4 1.9 66 41872 - la( Seq=1584 Ack=1098 Win=04128 Len=8 TSval=2402
336 127.657800491 .158.1.4 bl 1.9 114 Client: Di"lt elinan Key Exchange Inat
337 127.657825762 .168.1.9 ﬂ).ibﬂ.l.l 06 22 - 41872 [ACK] Seq=1898 Ack=10G2 Win=62128 Lon=@ TSyal=2176.
338 137,662911744 .168.1.9 192.168,.1.4 574 Sorv'r Difrie-Helliman Key Exchange Reply, New Koys, Encrypte.
330 127663145888 J162.1.4 102.168,1.9 66 S1872 ~« 22 [ACK] Seqe16687 AckniB605 Wins64123 Lensd TSvale«2402
340 127, 666686079 J168.1.4 ,1.9 SSHv2 B2 Tliant: New Xeys
341 127,666710085 J168.1.9 102168.1.4 T 66 22 - 41872 [AMOXK] 59qr1606 AOK~1518 WineS4128 Len~G TSval~G176
342 127 667201089 (168.1.4 192.168.1.9 §SHva 118 Client | Encryptad packet {Ien=44)
343 127,667226795 168.1.9 192.166.1.4 e 66 22 ~ 41072 [MK] Seq=1606 Ack=1662 Win=54128 Len=0 TSval=9176
344 127,667391883 A168.1.9 192.166.1.4 SSHv2 110 Seryer: Encrypted packet (len=44
345 127667456096 J168.1.4 66.1.9 ™w 66 41677 ~ 22 [ACK] Seq=1662 ACk=1650 Win=62128 Len=0 TSval=2402.
340 127,667490806 JA88.1.8 193.168.1.9 SSHv2 132 Client: Encrypted packet (len=68)
347 127, 667506039 L188.1.9 182 108.1.4 e 66 22 - 41870 [ACK) Seq=1080 Ack=1739 Win=064128 Len=€ JSval=9178.
348 127.673171544 .18a.1.9 192.166.1.4 SShv2 118 Server: Encrypted packot (len=52)
349 127.673261320 .168.14.4 192.168.3.9 TP G0 21872 « 22 [ACK] Seq=1730 Ack=1742 Win=54128 Len=€ TSval=2402.
383 132,625700577 J168.1.4 192.160.3.9 SSHv2 214 Client: Encrypted packet (lens348)
354 132,625764277 «168,14.9 492.168,.3.4 TR 66 27 - 41877 [ACK] 5eqe1702 AckeIB878 Win=64123 Lens@ TSval=81T6
365 132, 643245479 (168.1,9 492.168,1.4 S5Hv2 04 Server: Encrypted packet (lans28)
3606 132, 646307854 (168,14 102.168,4.9 1 i6 41872 - 20 [ACK] Seqeif7@ Ack»2730 Win=64128 Len-0 TSval=2402
367 1326455826853 Jd68.1,4 192.168.1.9 G52 178 Client | Encrypted packet (lens112
360 132691934074 J168.1.9 192.160.1.4 ce 66 22 ~ 41972 [ACK] Seq=1730 Ack=1999 Win=64128 Len=0 TSval=8176
360 132, 757688705 J168.1.0 192.168.1.4 SSMv2 694 Server| Encrypted packet (len=62§
370 132.860716293 J168.1.4 1592.168.1.9 e 66 81072 - 22 [AOK] Seq=1099 Ack=, Win=64128 Len=8 TSval=2402.
371 132.800777451 L168.1.9 192 168.1.4 SS4v2 116 Server: Encrypted packet (len=d44)
372 132.881683804 88,14 192.164.1.9 e 66 41877 ~ 22 [ACK] Seq=1066 Ack=2442 Win=04128 Len=8 TSwval=2492.
373 137.8813069317 Lis8.1.4 192.168.1.9 SSHv2 226 Client: Encrypted packet (len=163)
374 137,881415801 .188.1.9 192.168.1.4 ™w 66 22 - 41877 [ACK] Seq=2482 Ack=21%3 Win=564128 Len=g TSval=9170.
375 132 .-.ae. .! !DJ ua SSHv'.' 138 Sarver Eru:rwtoa pncut (nnsn)
|« Frame 3250 u bytes on ulu (50‘ bits), 1’4 uymi Captured (59'} Mt‘) on u\torfaco *np2sh, td o
T 2bcbec 71O TH 20 chbec 712306 00 4580 x» qx+ q E
@ 7 wireshark enp2s_2022022306151%_Zukmsb,pcapng Packets: 772 « Daplayed: 59 (7.6%) Profile; Default



Wireshark

w Go Copture Analyze Statstics Telephony Wweless Tools Help

OmIRUQAewEFEIT EQQQE

9216814
Destinations _tnm oo
162360 1.% lﬂﬂv?’ Client: ﬁrg packet [len=63
162.188.1.4 68 22 - mn W ACK=1730 Win=B4128 Len=d TSval=0176.
162.188.1.4 ssmz 118 Serve huz%
192.168.1.9 TCP o8 nl?l - zz 1!0 ACk=1782 Win=04128 Len= TSval=2492

J188.1.0 192 4

MBINTES4 192.188.1.4 192.166.1.9 TCp 66 nm -~ 22 35'-1 sn-uu um‘m WAN=H4120 Len=d Thval=2482
SEBSE285) 192.168.1.8 192.188.1.9 S8Mv2 178 Client: Encrmn packe
191934974 192,188.1.6 182.108.1.8 e 66 22 . 21H72 [ALK] Seq=1738 Ack=: Win=64128 Lensd TSval=0176_
157688795 192.168.1.6 182,168.1.4 SShe2 €94 Server: um;a packet (len=628)
90718492 192.168.1.4 192.163.1.9 TCcP 66 41872 - 2 | Seq=1906 WinsB4128 Lonsd TSvals2a92.
WETTTASE 192,168.1.6 192,168.1. 4 55hv2 110 Server: Enc o packet (1
01083964 192,168.1.4 192.168.1. % TP 66 41872 - 22 | S0qv1008 ACka2482 WAnrOA12H Len TSval=Jd92.
1360317 192, 168.1.4 102.168.1.0 SSHv 226 Client: rmﬂ packet (len=160)
§31435851 102,168.1.¢ 162.168.1.4 TP 66 22 - 41472 ] SeG=2402 Ack=2150 Win=64128 Len=0 TSval=0176_
B3248342 192,168.1.9 102,188.1.4 SSHv2 138 Server: Encr packet (lenz12 ;
Saseasia 197,168 1.4 T BT I it EReted poet ey e

192,168.1.9 162,168.1.4 P 66 22 - 416872 rﬁ“wmn MI-?IL WIns6A128 Lansd TSval«0176.
112263800 192,168.1.9 192.168.1.4 SSHv2 126 Server: Enc paciket
112524360 168.1.4 192.168.1.9 TP 66 41872 - 22 || Seq=2186 Win=64120 Lensd TSval=2492.
MALTEIIL 192, 168.1.4 162.168.1.6 SSMv2 102 Client: Enc &4 packet (len=)8
13201411 192 1.8 182.188.1.4 e 06 22 - 21872 [ACK]) Win=64128 Len=8 TSval=g0176.
113402038 192,168.1.8 152.168 1.4 SSHv2 1514 Server: Encrypted packet (len=3448)
113493888 192,168.1.9 197.168.1.4 SSHv 286 Sorver: Encrypted packet )
113866424 192,188.1.4 197,168.1.0 TP 66 41872 — 22 [ACK] S0qe222 ACk«4202 WineG3872 Luns TSvale2492.
H4518314 192.188.1.4 192.168.1.0 S5Mv2 192 Client: &cr& packet (lﬂ;“;.
114537705 192. 4 192.168.1.4 TCcP 66 22 ~ A1872 [ALK] Seq=4202 Aci Win=04128 Lea=d TSval=0176.
112045501 192.148.1.8 162.168.1.4 SSHNv2 242 Server: Encrypted packet ( )
K5083610 192,168.1.4 162.168.1.0¢ e 66 41872 - 22 (ACK) ACk=4370 Win=04128 Len=8 TSval=2492.
k15253493 192,168.1.4 162.166.1.9 SSHv2 182 Client: Encrypted )
115265428 192.168.1.5 :&;’:}': oo 06 22 -~ 41872 {mx nq-ma k:l-zzu Win=64128 Lan=d TSval=0870.

74 bytes on wire (su bits), 74 bytes mturod (592 bits) on interface wnp2sd, id @
b ec 71 19 NEIMINISENEY 06 06 45 90 x» o [CENENW 5 ==
SN A0 0ZTINLAN T 2NN RCAAD: Packets: 840 Digaye 39 (7.0%)
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